PITTSBURGH TIGERS FSET GATEWAY OPTIONS
1) Show difference between submission/return based vs. message/transmission based processing
2) Transmitter generated numbers vs. gateway generated numbers  (I will not discuss)
3) Review gateway methods

Message ID

The message ID uniquely identifies a zipped payload transaction between the transmitter and the gateway (this is my high level definition).  There are three types of messages to consider: request messages, response messages, and error messages. The message ID formats are specified as follows. 

Request Message ID

To ensure the global uniqueness of a message ID, the following format is adopted for the request messages sent to the MeF system:

ETIN + ccyyddd + xxxxxxxx

For example:


Request message ID: 001302006073a2345any
The first five digits (00130) contain the ETIN, the next four digits (2006) contain the year, the next three digits (073) contain the Julian date, and the last eight characters (a2345any) contain a lowercase alphanumeric sequence to uniquely identify messages sent within a day with the given ETIN. The total number of characters of the request message ID is 20.

Response Message ID

For response messages sent from the MeF system, the following format is adopted for the message ID:


Request Message ID + “R”

For example:

Response message ID: 001302006073a2345anyR
The total number of characters of the response message ID is 21.

Error Message ID

For error messages sent from the MeF system, the following format is adopted for the message ID:


Request Message ID + “E”

For example:

Response message ID: 001302006073a2345anyE
The total number of characters of the error message ID is 21.

Submission ID
The submission ID unique identifies a return ever transmitted from a transmitter (again my high level definition.  I do not believe it needs to be unique between transmitters.).  MEF defines it with this pattern ="[0-9]{13}[a-z0-9]{7}"/>.
Transmitter Processing Example using MEF Methods
Let’s say a transmitter transmits three zips files on Friday, where the first zip file contained two returns, the second zip file contains four returns and the third zip file contains one return.  To simplify this example, let’s use MessageID1 to MessageID3 for the three different transmissions on Friday and SubmissionID1 to SubmissionID7 for the total number of returns transmitted on Friday from that transmitter.  Below is a more visual example of each transited transaction:
MessageID1



MessageID2



MessageID3
SubmissionID1


SubmissionID3


SubmissionID7

SubmissionID2


SubmissionID4


MessageID3R = message response

MessageID1R = message response
SubmissionID5






SubmissionID6






MessageID2R = message response

To also simplify the acknowledgement retrieval example, let’s state that all returns have been processed by the gateway and available for the transmitter.  Below are the three standard ways (by MessageID, SubmissionID’s or all) a transmitter can choice to retrieve acknowledgements:

Process by MessageID (only returns new acks for the specified MessageID)
Transmitter calls GetAcksByMsgID method with MessageID1.  The gateway will return acks for SubmissionID1 and SubmissionID2 in the zip file.  Transmitter then calls GetAcksByMsgID method with MessageID2.  The gateway will return acks for SubmissionID3 thru SubmissionID6 in the zip file.   Transmitter then calls GetAcksByMsgID method with MessageID3.  The gateway will return ack for SubmissionID7 in the zip file.  
Process by SubmissionID (will return new and old acks for the list of SubmissionID’s)
Transmitter calls GetAcks method and specifying SubmissionID1 thru SubmissionID7 and the gateway will return acks for those submissions.  California’s implementation of GetAcks is that you specify the MessageID and you get all the new and old acks without listing the SubmissionID’s.
Process by getting all new acks (will return all the new acks across MessageID’s)

Transmitter calls GetNewAcks method and the gateway returns all the acks for SubmissionID1 thru SubmissionID7.  California’s implementation of GetNewAcks is that only the new acks for a specified MessageID is returned.
1.1.1 Third Party Transmitter Services .NET & DIME

The services pertinent to the transmitter services are described in the following sections.

	DIME services 
	bindings 
	porttypes 
	messages 

	GetAck 
	GetAck 
	GetAck 
	GetAckRequest 

	GetAcks 
	GetAcks 
	GetAcks 
	GetAckResponse 

	GetNewAcksByCategory 
	GetNewAcksByCategory 
	GetNewAcksByCategory 
	GetNewAcksByCategoryRequest 

	GetAcksByMsgID 
	GetAcksByMsgID 
	GetAcksByMsgID 
	GetNewAcksByCategoryResponse 

	GetNewAcks 
	GetNewAcks 
	GetNewAcks 
	GetAcksByMsgIDRequest 

	GetNewSubmissionsStatus 
	GetNewSubmissionsStatus 
	GetNewSubmissionsStatus 
	GetAcksByMsgIDResponse 

	GetSubmissionsStatus 
	GetSubmissionsStatus 
	GetSubmissionsStatus 
	GetAcksRequest 

	GetSubmissionStatus 
	GetSubmissionStatus 
	GetSubmissionStatus 
	GetAcksResponse 

	SendSubmissions 
	SendSubmissions 
	SendSubmissions 
	GetNewAcksRequest 

	
	
	
	GetNewAcksResponse 

	
	
	
	GetNewSubmissionsStatusRequest 

	
	
	
	GetNewSubmissionsStatusResponse 

	
	
	
	GetSubmissionsStatusRequest 

	
	
	
	GetSubmissionsStatusResponse 

	
	
	
	GetSubmissionStatusRequest 

	
	
	
	GetSubmissionStatusResponse 

	
	
	
	MeFException 

	
	
	
	SendSubmissionsRequest 

	
	
	
	SendSubmissionsResponse 


1.1.1.1 Get Ack
Third Party Transmitters will have authorization to programmatically request a Web Service to retrieve acknowledgement for a specified submission ID. The requesting system will provide a GetAckRequest message in the SOAP body containing the submission ID. If successful, the service returns an empty GetAckResponse message tag in the SOAP body and a single zip file DIME attachment containing the acknowledgement.  If the submission ID is not found or any other error occurs, a SOAP fault message will be returned to the requesting system.
1.1.1.1.1 element GetAckRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetAckRequestType

	properties
	content 

complex



	children
	SubmissionId

	source
	<xsd:element name="GetAckRequest" type="GetAckRequestType"/>


1.1.1.1.2 element GetAckResponse
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetAckResponseType

	properties
	content 

complex



	source
	<xsd:element name="GetAckResponse" type="GetAckResponseType"/>


1.1.1.2 Get Acks
Third Party Transmitters will have authorization to programmatically request a Web Service to retrieve acknowledgements for a specified list of submission IDs. The requesting system will provide a GetAcksRequest message in the SOAP body containing the count and a list of submission IDs. If successful, the service returns a GetAcksResponse message in the SOAP body containing a list of submission errors for any submission IDs from the submission ID list that were not found, and a single zip file DIME attachment containing the acknowledgements.  Otherwise, a SOAP error message will be returned to the requesting system.

1.1.1.2.1 element GetAcksRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetAcksRequestType

	properties
	content 

complex



	children
	SubmissionIdList

	source
	<xsd:element name="GetAcksRequest" type="GetAcksRequestType"/>


1.1.1.2.2 element GetAcksResponse
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetAcksResponseType

	properties
	content 

complex



	children
	ErrorList

	source
	<xsd:element name="GetAcksResponse" type="GetAcksResponseType"/>


GetAcksResponseType/ErrorList
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	ListOfSubmissionErrorType

	properties
	isRef 

0

content 

complex



	children
	Count SubmissionError

	source
	<xsd:element name="ErrorList" type="ListOfSubmissionErrorType" minOccurs="0"/>


ListOfSubmissionErrorType/SubmissionError
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	SubmissionErrorType

	properties
	isRef 

0

content 

complex



	children
	SubmissionId Error

	source
	<xsd:element name="SubmissionError" type="SubmissionErrorType" maxOccurs="unbounded"/>


1.1.1.3 Get New Acks

Third Party Transmitters will have authorization to programmatically request a Web Service to retrieve new acknowledgements for a particular ETIN. The requesting system will provide a GetNewAcksRequest message in the SOAP body containing the maximum number of results that should be returned (up to 100) and the MeFHeader message in the SOAP header containing the ETIN.  If successful, the service returns a GetNewAcksResponse message in the SOAP body containing a Boolean flag indicating if more acknowledgements are available, and a single zip file DIME attachment containing the acknowledgements.  Otherwise, a SOAP error message will be returned to the requesting system.
1.1.1.3.1 element GetNewAcksRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetNewAcksRequestType

	properties
	content 

complex



	children
	MaxResults

	source
	<xsd:element name="GetNewAcksRequest" type="GetNewAcksRequestType"/>


1.1.1.3.2 element GetNewAcksResponse
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetNewAcksResponseType

	properties
	content 

complex



	children
	MoreAvailable

	source
	<xsd:element name="GetNewAcksResponse" type="GetNewAcksResponseType"/>


1.1.1.4 Get Acks by Message ID

Third-Party Transmitters will have authorization to programmatically request a Web Service to retrieve acknowledgements previously retrieved by a Get New Acks request. The requesting system will provide a GetAcksByMsgIDRequest message in the SOAP body containing the MessageID used in the previous Get New Acks request.  If successful, the service returns a GetAcksByMsgIDResponse message in the SOAP body containing a Boolean flag indicating if more acknowledgements are available and a single zip file DIME attachment containing the acknowledgements.  Otherwise, a SOAP error message will be returned to the requesting system.
1.1.1.4.1 element GetAcksByMsgIDRequest

	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetAcksByMsgIDRequestType

	properties
	content 

complex



	children
	MessageID

	source
	<xsd:element name="GetAcksByMsgIDRequest" type="GetAcksByMsgIDRequestType"/>


1.1.1.4.2 element GetAcksByMsgIDResponse

	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetAcksByMsgIDResponseType

	properties
	content 

complex



	children
	MoreAvailable

	source
	<xsd:element name="GetAcksByMsgIDResponse" type="GetAcksByMsgIDResponseType"/>


GetAcksByMsgIDResponseType/MoreAvailable
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	xsd:boolean

	properties
	isRef 

0

content 

simple



	source
	<xsd:element name="MoreAvailable" type="xsd:boolean"/>


1.1.1.5 Get New Acks by Category

Beginning with MeF Release 4.0, Third-Party Transmitters will have authorization to programmatically request a Web Service to retrieve new acknowledgements for a specified category and/or agency. The requesting system will provide a GetNewAcksByCategoryRequest message in the SOAP body containing the maximum number of results that should be returned (up to 100)  and the category and/or agency and the MeFHeader message in the SOAP header containing the ETIN.  If successful, the service returns a GetNewAcksByCategoryResponse message in the SOAP body containing a Boolean flag indicating if more acknowledgements are available and a single zip file DIME attachment containing the acknowledgements.  Otherwise, a SOAP fault error message will be returned to the requesting system. The valid submission categories are:

· CORP (Corporations)

· EO (Tax Exempt Organizations)

· PART (Partnerships)

· POL (Political Organizations)

· PF (Private Foundations)

· all (all of the above)

The valid agency types are: Federal, State or both.
1.1.1.5.1 element GetNewAcksByCategoryRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetNewAcksByCategoryRequestType

	properties
	content 

complex



	children
	MaxResults CategoryAndAgency Category Agency

	source
	<xsd:element name="GetNewAcksByCategoryRequest" type="GetNewAcksByCategoryRequestType"/>


GetNewAcksByCategoryRequestType/MaxResults
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/ MeFTransmitterService.xsd

	type
	xsd:positiveInteger

	properties
	isRef 

0

content 

simple



	source
	<xsd:element name="MaxResults" type="xsd:positiveInteger"/>


GetNewAcksByCategoryRequestType/Category
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/ MeFTransmitterService.xsd

	type
	CategoryType

	properties
	isRef 

0

content 

simple



	facets
	enumeration 

CORP

enumeration 

EO

enumeration 

PART

enumeration 

POL

enumeration 

PF

enumeration 

all



	source
	<xsd:element name="Category" type="CategoryType"/>


GetNewAcksByCategoryRequestType/Agency
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	AgencyType

	properties
	isRef 

0

content 

simple



	facets
	enumeration 

Federal

enumeration 

State

enumeration 

both



	source
	<xsd:element name="Agency" type="AgencyType"/>


1.1.1.5.2 element GetNewAcksByCategoryResponse

	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetNewAcksByCategoryResponseType

	properties
	content 

complex



	children
	MoreAvailable

	source
	<xsd:element name="GetNewAcksByCategoryResponse" type="GetNewAcksByCategoryResponseType"/>


GetNewAcksByCategoryResponseType/MoreAvailable
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/ MeFTransmitterService.xsd

	type
	xsd:boolean

	properties
	isRef 

0

content 

simple



	source
	<xsd:element name="MoreAvailable" type="xsd:boolean"/>


1.1.1.6 Get New Submissions Status

Third Party Transmitters will have authorization to programmatically request a Web Service to retrieve new submissions statuses for a particular ETIN. The requesting system will provide a GetNewSubmissionsStatusRequest message in the SOAP body containing the maximum number of results that should be returned (up to 100) and the MeFHeader message in the SOAP header containing the ETIN.  If successful, the service returns a GetNewSubmissionsStatusResponse message in the SOAP body containing a Boolean flag indicating if more acknowledgements are available, and a single zip file DIME attachment containing the submission statuses.  Otherwise, a SOAP error message will be returned to the requesting system.
1.1.1.6.1 element GetNewSubmissionsStatusRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetNewSubmissionsStatusRequestType

	properties
	content 

complex



	children
	MaxResults

	source
	<xsd:element name="GetNewSubmissionsStatusRequest" type="GetNewSubmissionsStatusRequestType"/>


1.1.1.6.2 element GetNewSubmissionsStatusResponse
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetNewSubmissionsStatusResponseType

	properties
	content 

complex



	children
	MoreAvailable

	source
	<xsd:element name="GetNewSubmissionsStatusResponse" type="GetNewSubmissionsStatusResponseType"/>


1.1.1.7 Get Submissions Status

Third Party Transmitters will have authorization to programmatically request a Web Service to retrieve submissions statuses for a specific set of returns. The requesting system will provide a GetSubmissionsStatusRequest message in the SOAP body containing the count and a list of submission IDs.  If successful, the service returns a GetSubmissionsStatusResponse message in the SOAP body containing a list of submission errors for any submission IDs from the submission ID list that were not found and a single zip file DIME attachment containing the submission statuses.  Otherwise, a SOAP error message will be returned to the requesting system.  
1.1.1.7.1 element GetSubmissionsStatusRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetSubmissionsStatusRequestType

	properties
	content 

complex



	children
	SubmissionIdList

	source
	<xsd:element name="GetSubmissionsStatusRequest" type="GetSubmissionsStatusRequestType"/>


1.1.1.7.2 element GetSubmissionsStatusResponse
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetSubmissionsStatusResponseType

	properties
	content 

complex



	children
	ErrorList

	source
	<xsd:element name="GetSubmissionsStatusResponse" type="GetSubmissionsStatusResponseType"/>


GetSubmissionsStatusResponseType/ErrorList
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	ListOfSubmissionErrorType

	properties
	isRef 

0

content 

complex



	children
	Count SubmissionError

	source
	<xsd:element name="ErrorList" type="ListOfSubmissionErrorType" minOccurs="0"/>


1.1.1.8 Get Submission Status

Third Party Transmitters will have authorization to programmatically request a Web Service to retrieve a submission status for a specific return. The requesting system will provide a GetSubmissionStatusRequest message in the SOAP body containing a submission ID.  If successful, the service returns an empty GetSubmissionStatusResponse tag in the SOAP body and a single zip file DIME attachment containing the submission status.  Otherwise, a SOAP error message will be returned to the requesting system.  
1.1.1.8.1 element GetSubmissionStatusRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetSubmissionStatusRequestType

	properties
	content 

complex



	children
	SubmissionId

	source
	<xsd:element name="GetSubmissionStatusRequest" type="GetSubmissionStatusRequestType"/>


1.1.1.8.2 element GetSubmissionStatusResponse
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	GetSubmissionStatusResponseType

	properties
	content 

complex



	source
	<xsd:element name="GetSubmissionStatusResponse" type="GetSubmissionStatusResponseType"/>


1.1.1.8.3 element MeFException
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFMSIServices.xsd

	type
	mef:MeFExceptionType

	properties
	content 

complex



	children
	ErrorMessage ErrorClassification ErrorCode

	source
	<xs:element name="MeFException" type="mef:MeFExceptionType"/>


1.1.1.9 Send Submissions
Third Party Transmitters will have authorization to programmatically request a Web Service to send submissions for a specific set of returns. The requesting system will provide a SendSubmissionsRequest message in the SOAP body containing the count and a list of submission IDs and a single zip file DIME attachment containing the submissions.  If successful, the service returns an empty SendSubmissionsResponse tag in the SOAP body, and a single zip file DIME attachment containing a list of submission receipts.  Otherwise, a SOAP error message will be returned to the requesting system.  
1.1.1.9.1 element SendSubmissionsRequest
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	SendSubmissionsRequestType

	properties
	content 

complex



	children
	SubmissionDataList

	source
	<xsd:element name="SendSubmissionsRequest" type="SendSubmissionsRequestType"/>


SendSubmissionsRequestType/SubmissionDataList
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	SubmissionDataListType

	properties
	isRef 

0

content 

complex



	children
	Count SubmissionData

	source
	<xsd:element name="SubmissionDataList" type="SubmissionDataListType"/>


SubmissionDataListType/SubmissionData
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	SubmissionDataType

	properties
	isRef 

0

content 

complex



	children
	SubmissionId ElectronicPostmark

	source
	<xsd:element name="SubmissionData" type="SubmissionDataType" maxOccurs="unbounded"/>


1.1.1.9.2 element SendSubmissionsResponse
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd

	type
	SendSubmissionsResponseType

	properties
	content 

complex



	source
	<xsd:element name="SendSubmissionsResponse" type="SendSubmissionsResponseType"/>


1.2 Transmitter Services MIME
This section presents request and response message examples for the following Transmitter MIME services:
· SendSubmissions

· GetNewAcks

· GetAcksByMsgID
· GetNewAcksByCategory (Release 4.0)
· GetAcks

· GetAck

· GetNewSubmissionsStatus

· GetSubmissionsStatus

· GetSubmissionStatus

1.2.1 SendSubmissions Service Request Message MIME
<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000020</ns1:MessageID>



<ns1:Action>SendSubmissions</ns1:Action>



<ns1:Timestamp>2006-01-16T06:25:16.479Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:32:29.727Z" 
NotOnOrAfter="2006-02-08T22:47:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
O=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
O=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9si…………..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<SendSubmissionsRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<SubmissionDataList>




<Count>2</Count>




<SubmissionData>





<SubmissionId>54004520060380000096</SubmissionId>





<ElectronicPostmark>2006-01-31T13:34:50.113Z</ElectronicPostmark>




</SubmissionData>




<SubmissionData>





<SubmissionId>54004520060380000097</SubmissionId>





<ElectronicPostmark>2006-01-31T13:34:50.113Z</ElectronicPostmark>




</SubmissionData>



</SubmissionDataList>


</SendSubmissionsRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.2 SendSubmissions Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000020R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000020</ns0:RelatesTo>



<ns0:Action>SendSubmissions</ns0:Action>



<ns0:Timestamp>2006-02-08T22:33:05Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T22:47:29.727Z" 
NotBefore="2006-02-08T22:32:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9si…………..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:SendSubmissionsResponseType xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd"/>

</e:Body>
</e:Envelope>
1.2.3 GetNewAcks Service Request Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000031</ns1:MessageID>



<ns1:Action>GetNewAcks</ns1:Action>



<ns1:Timestamp>2006-02-21T23:03:19.055Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:54:14.572Z" 
NotOnOrAfter="2006-02-08T23:09:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT1tKfc52EILD6FQrpLCISV74rrvBoe10xu/9qIAQcvCp+KqCW5Z8NhryS0GS2YAckFy……….</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetNewAcksRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<MaxResults>2</MaxResults>


</GetNewAcksRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.4 GetNewAcks Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000031R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000031</ns0:RelatesTo>



<ns0:Action>GetNewAcks</ns0:Action>



<ns0:Timestamp>2006-02-08T22:54:19Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T23:09:14.572Z" 
NotBefore="2006-02-08T22:54:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0Gwkau/9qIAQcvCp+KqCW5Z8N……….. </saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetNewAcksResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<ns10:MoreAvailable>true</ns10:MoreAvailable>


</ns10:GetNewAcksResponse>

</e:Body>
</e:Envelope>
1.2.5 Get Acks by Message ID Service Request Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000032</ns1:MessageID>



<ns1:Action>GetAcksByMsgID</ns1:Action>



<ns1:Timestamp>2006-01-30T19:12:40.557Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:54:14.572Z" 
NotOnOrAfter="2006-02-08T23:09:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT1tKfc52EILD6FQrpLCISV74rrvBoe10xu/9qIAQcvCp+KqCW5Z8N0……..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetAcksByMsgIDRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<MessageID>12345200603900000031</MessageID>


</GetAcksByMsgIDRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.6 Get Acks by Message ID Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000032R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000032</ns0:RelatesTo>



<ns0:Action>GetAcksByMsgID</ns0:Action>



<ns0:Timestamp>2006-02-08T22:54:26Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T23:09:14.572Z" 
NotBefore="2006-02-08T22:54:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT1tKfc52EI……..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetAcksByMsgIDResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<ns10:MoreAvailable>false</ns10:MoreAvailable>


</ns10:GetAcksByMsgIDResponse>

</e:Body>
</e:Envelope>
1.2.7 Get New Acks by Category Service Request Message MIME (Release 4.0)
<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000054</ns1:MessageID>



<ns1:Action>GetNewAcksByCategory</ns1:Action>



<ns1:Timestamp>2006-01-30T19:12:40.557Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:54:14.572Z" 
NotOnOrAfter="2006-02-08T23:09:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT5Z8N0……..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetNewAcksByCategoryRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<MaxResults>1</MaxResults>



<CategoryAndAgency>




<Category>CORP</Category>




<Agency>Federal</Agency>



</CategoryAndAgency>



<Category>CORP</Category>


</GetNewAcksByCategoryRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.8 Get New Acks by Category Service Response Message MIME 
(Release 4.0)
<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000054R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000054</ns0:RelatesTo>



<ns0:Action>GetNewAcksByCategory</ns0:Action>



<ns0:Timestamp>2006-02-08T22:54:26Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T23:09:14.572Z" 
NotBefore="2006-02-08T22:54:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT5Z8N0……..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetNewAcksByCategoryResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<ns10:MoreAvailable>false</ns10:MoreAvailable>


</ns10:GetNewAcksByCategoryResponse>

</e:Body>
</e:Envelope>
1.2.9 GetAcks Service Request Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000033</ns1:MessageID>



<ns1:Action>GetAcks</ns1:Action>



<ns1:Timestamp>2006-02-26T14:20:42.526Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:54:14.572Z" 
NotOnOrAfter="2006-02-08T23:09:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT1tKfc52EILD6FQrpLCISV74rrvBoe10xu/9qIAQcvCp+KqCW5Z8N0P………</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetAcksRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<SubmissionIdList>




<Count>2</Count>




<SubmissionId>54004520060380000096</SubmissionId>




<SubmissionId>54004520060380000097</SubmissionId>



</SubmissionIdList>


</GetAcksRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.10 GetAcks Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000033R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000033</ns0:RelatesTo>



<ns0:Action>GetAcks</ns0:Action>



<ns0:Timestamp>2006-02-08T22:54:31Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T23:09:14.572Z" 
NotBefore="2006-02-08T22:54:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT1tKfc52EILD6FQrpLCISV74rrvBoe10xu/9qIAQcvCp+KqCW5Z8N0P+…….</saml:AttributeValue>






</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetAcksResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<ns10:ErrorList>




<ns10:Count>0</ns10:Count>




<ns10:SubmissionError i:nil="true"/>



</ns10:ErrorList>


</ns10:GetAcksResponse>

</e:Body>
</e:Envelope>
1.2.11 GetAck Service Request Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000034</ns1:MessageID>



<ns1:Action>GetAck</ns1:Action>



<ns1:Timestamp>2006-01-19T21:27:25.696Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:54:14.572Z" 
NotOnOrAfter="2006-02-08T23:09:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT1tKfc52EILD6FQrpLCISV74rrvBoe10xu/9qIAQcvCp+KqCW5Z8N0P………</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetAckRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<SubmissionId>54004520060380000096</SubmissionId>


</GetAckRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.12 GetAck Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000034R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000034</ns0:RelatesTo>



<ns0:Action>GetAck</ns0:Action>



<ns0:Timestamp>2006-02-08T22:54:36Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-d19272dadc197c70a375502fd7af939d6344fd46">




<wsu:Created>2006-02-08T22:54:14Z</wsu:Created>




<wsu:Expires>2006-02-08T23:09:14Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:54:14.572Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-bece5c1f6a8bef59ec775294472bae14455e57e9" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T23:09:14.572Z" 
NotBefore="2006-02-08T22:54:14.572Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:54:14.572Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
Tox3pS9+H0J4Pfp2jxnudpLE1mQ/nRkfgyNrFla4FVHIIcf6f+fyzTlOwpv0GwkawFItFbHnk9DWVzyBvsFXlbNihLtvnT1tKfc52EILD6FQrpLCISV74rrvBoe10xu/9qIAQcvCp+KqCW5Z8N0P…….</saml:AttributeValue>






</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetAckResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd"/>

</e:Body>
</e:Envelope>
1.2.13 GetNewSubmissionsStatus Service Request Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000021</ns1:MessageID>



<ns1:Action>GetNewSubmissionsStatus</ns1:Action>



<ns1:Timestamp>2006-01-18T20:42:13.189Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:32:29.727Z" 
NotOnOrAfter="2006-02-08T22:47:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9siBfdZiM8hPOr+qastRGNWOhmHBsetw4MI6cA31lszwqGxSNnwLgatKU………</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetNewSubmissionsStatusRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<MaxResults>2</MaxResults>


</GetNewSubmissionsStatusRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.14 GetNewSubmissionsStatus Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000021R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000021</ns0:RelatesTo>



<ns0:Action>GetNewSubmissionsStatus</ns0:Action>



<ns0:Timestamp>2006-02-08T22:33:22Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T22:47:29.727Z" 
NotBefore="2006-02-08T22:32:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9siBfdZiM8hPOr+qastRGNWOhmHBsetw4MI6cA31lszwqGxSNnwLgatKUd……….</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetNewSubmissionsStatusResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<ns10:MoreAvailable>true</ns10:MoreAvailable>


</ns10:GetNewSubmissionsStatusResponse>

</e:Body>
</e:Envelope>
1.2.15 GetSubmissionsStatus Service Request Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000023</ns1:MessageID>



<ns1:Action>GetSubmissionsStatus</ns1:Action>



<ns1:Timestamp>2006-01-28T11:35:20.165Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:32:29.727Z" 
NotOnOrAfter="2006-02-08T22:47:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9siBfdZiM8hPOr+qastRGNWOhmHBsetw4MI6cA31lszwqGxSNnwLgatKUd……..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetSubmissionsStatusRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<SubmissionIdList>




<Count>2</Count>




<SubmissionId>54004520060380000096</SubmissionId>




<SubmissionId>54004520060380000097</SubmissionId>



</SubmissionIdList>


</GetSubmissionsStatusRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.16 GetSubmissionsStatus Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000023R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000023</ns0:RelatesTo>



<ns0:Action>GetSubmissionsStatus</ns0:Action>



<ns0:Timestamp>2006-02-08T22:33:45Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T22:47:29.727Z" 
NotBefore="2006-02-08T22:32:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9siBfdZiM8hPOr+qastRGNWOhmHBsetw4MI6cA31lszwqGxSNnwLgatKUdZ1……</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetSubmissionsStatusResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<ns10:ErrorList>




<ns10:Count>0</ns10:Count>




<ns10:SubmissionError i:nil="true"/>



</ns10:ErrorList>


</ns10:GetSubmissionsStatusResponse>

</e:Body>
</e:Envelope>
1.2.17 GetSubmissionStatus Service Request Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" 
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

<SOAP-ENV:Header>


<ns1:MeF xmlns:ns1="http://www.irs.gov/a2a/mef/MeFHeader.xsd">



<ns1:MessageID>12345200603900000022</ns1:MessageID>



<ns1:Action>GetSubmissionStatus</ns1:Action>



<ns1:Timestamp>2006-02-18T15:17:34.030Z</ns1:Timestamp>



<ns1:ETIN>12345</ns1:ETIN>



<ns1:SessionIndicator>Y</ns1:SessionIndicator>



<ns1:TestIndicator>P</ns1:TestIndicator>


</ns1:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
MajorVersion="1" MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotBefore="2006-02-08T22:32:29.727Z" 
NotOnOrAfter="2006-02-08T22:47:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeName="SMSESSION" AttributeNamespace="http://www.forumsys.com/sentry">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9siBfdZiM8hPOr+qastRGNWOhmHBsetw4MI6cA31lszwqGxSNnwLgatKUd……..</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</SOAP-ENV:Header>

<SOAP-ENV:Body>


<GetSubmissionStatusRequest xmlns="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd">



<SubmissionId>54004520060380000096</SubmissionId>


</GetSubmissionStatusRequest>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
1.2.18 GetSubmissionStatus Service Response Message MIME

<?xml version="1.0" encoding="UTF-8"?>
<e:Envelope xmlns:wn1="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd" 
xmlns:wn0="http://www.irs.gov/a2a/mef/MeFHeader.xsd" 
xmlns:i="http://www.w3.org/2001/XMLSchema-instance" 
xmlns:e="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:d="http://www.w3.org/2001/XMLSchema">

<e:Header>


<ns0:MeF xmlns:ns0="http://www.irs.gov/MeF/MeFHeader.xsd">



<ns0:MessageID>12345200603900000022R</ns0:MessageID>



<ns0:RelatesTo>12345200603900000022</ns0:RelatesTo>



<ns0:Action>GetSubmissionStatus</ns0:Action>



<ns0:Timestamp>2006-02-08T22:33:35Z</ns0:Timestamp>



<ns0:ETIN>12345</ns0:ETIN>



<ns0:SessionIndicator>Y</ns0:SessionIndicator>



<ns0:TestIndicator>P</ns0:TestIndicator>


</ns0:MeF>


<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd">



<wsu:Timestamp wsu:Id="id-a2010a5da0d1d70a24272ee8d501e1ac85923f94">




<wsu:Created>2006-02-08T22:32:29Z</wsu:Created>




<wsu:Expires>2006-02-08T22:47:29Z</wsu:Expires>



</wsu:Timestamp>



<saml:Assertion MajorVersion="1" IssueInstant="2006-02-08T22:32:29.727Z" Issuer="http://www.forumsys.com/sentry" 
AssertionID="id-0d586b6f305c53db2ddc635806029a676e140c59" 
MinorVersion="1" xmlns:saml="urn:oasis:names:tc:SAML:1.0:assertion">




<saml:Conditions NotOnOrAfter="2006-02-08T22:47:29.727Z" 
NotBefore="2006-02-08T22:32:29.727Z">





<saml:DoNotCacheCondition/>




</saml:Conditions>




<saml:AuthenticationStatement AuthenticationInstant="2006-02-08T22:32:29.727Z" AuthenticationMethod="urn:oasis:names:tc:SAML:1.0:am:password">





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:SubjectLocality IPAddress="123.34.56.789"/>




</saml:AuthenticationStatement>




<saml:AttributeStatement>





<saml:Subject>






<saml:NameIdentifier Format="urn:oasis:names:tc:SAML:1.1:nameid-format:X509SubjectName">UID=username,OU=irsA2ASystem,OU=External,
OU=Internal Revenue Service,OU=Department of the Treasury,
OU=U.S. Government,C=US</saml:NameIdentifier>






<saml:SubjectConfirmation>







<saml:ConfirmationMethod>urn:oasis:names:tc:SAML:1.0:cm:sender-vouches








</saml:ConfirmationMethod>






</saml:SubjectConfirmation>





</saml:Subject>





<saml:Attribute AttributeNamespace="http://www.forumsys.com/sentry" AttributeName="SMSESSION">






<saml:AttributeValue>
nGxSaaEpb9fpL7WUlCbnHR73LXMwggfrTdQbAiBsklIqoaactecA+pD58tRE4CT3aWu6NW74OEdrwq/VkAM9f9YeTL9siBfdZiM8hPOr+qastRGNWOhmHBsetw4MI6cA31lszwqGxSNnwLgatK………</saml:AttributeValue>





</saml:Attribute>




</saml:AttributeStatement>



</saml:Assertion>



<wsse:UsernameToken>




<wsse:Username>username</wsse:Username>




<wsse:Password Type="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0#PasswordText">password</wsse:Password>



</wsse:UsernameToken>


</wsse:Security>

</e:Header>

<e:Body>


<ns10:GetSubmissionStatusResponse xmlns:ns10="http://www.irs.gov/a2a/mef/MeFTransmitterService.xsd"/>

</e:Body>
</e:Envelope>
1.3 Transmitter Services DIME Messages

This section presents request and response DIME message examples for the following Transmitter services:
· SendSubmissions

· GetNewAcks

· GetAcksByMsgID
· GetNewAcksByCategory (Release 4.0)
· GetAcks

· GetAck

· GetNewSubmissionsStatus

· GetSubmissionsStatus

· GetSubmissionStatus

All of the SOAP request and response messages are the same for DIME and MIME. 
1.3.1 Faults Response

Fault messages are correlated as replies using the [relationship] property. The [action] property below designates WS-Addressing fault messages http://schemas.xmlSOAP.org/ws/2004/08/addressing/fault

The WS-Addressing definitions of faults use the following properties:

[Subcode] The fault subcode.

[Reason] The English language reason element.

1.3.1.1 MeF Fault
When faults (or errors) occur while processing a MSI service request, the client process is notified via a SOAP fault response containing a MeFException message within the SOAP fault detail tag. This interface is defined as a MeFFault message with the only element being the complex type MeFException as defined below.
MeFFaultMessage
	parts 
	MeFFault

element 

mef:MeFException



	used by 
	PortType ChangePassword in Operation ChangePassword
PortType EtinRetrieval in Operation EtinRetrieval
PortType EtinStatus in Operation EtinStatus
PortType GetStateParticipantsList in Operation GetStateParticipantsList
PortType InitialLogin in Operation InitialLogin
PortType Logout in Operation Logout
PortType Login in Operation Login


	source 
	<wsdl:message name="MeFFaultMessage">
  <wsdl:part name="MeFFault" element="mef:MeFException"/>
</wsdl:message>


1.3.1.1.1 element MeFException
	diagram
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	namespace
	http://www.irs.gov/a2a/mef/MeFStateService.xsd

	type
	MeFExceptionType

	properties
	content 

complex



	children
	ErrorMessage ErrorClassification ErrorCode

	source
	<xsd:element name="MeFException" type="msx:MeFExceptionType"/>


An example of a SOAP fault for a Logout request when not logged in is shown below.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<e:Envelope ………….

<e:Body>


<e:Fault>



<faultcode>e:Server</faultcode>



<faultstring>class MeFExceptionType:Not logged in</faultstring>



<detail>




<wn0:MeFException i:type="wn0:MeFExceptionType">





<ErrorMessage i:type="d:string">Not logged in</ErrorMessage>





<ErrorClassification i:type="wn0:ErrorClassificationType">







SECURITY_ERROR






</ErrorClassification>





<ErrorCode i:type="d:string">1111</ErrorCode>




</wn0:MeFException>



</detail>


</e:Fault>

</e:Body>
</e:Envelope>
The XML Gateway COTS product performs much of the SOAP message validation based on Intrusion Detection and Prevention (IDP) rules configured in the XML Gateway configuration setup.  All the error messages generated by the XML gateway when a SOAP request is rejected by the XML Gateway are based on the Intrusion Detection and Prevention (IDP) rules. If the SWAS application throws an exception (SOAP fault) while it is processing the SOAP request, the XML gateway relays the SOAP fault to the client. The entire communication lifecycle of an XML document is captured in the XML gateway logs and sent to the remote syslogs that are processed by the Log File Collector. The logs include transmission rejects, exceptions thrown by the SWAS application and all the alert messages generated by the XML Gateway.

The XML Gateway has a default set of 9 IDP rules and 5 new custom IDP rules have been configured to meet the requirements to mitigate XML threats as defined in the MeF 3.2 XML Gateway Infrastructure Requirements spreadsheet.

The nine default IDP rules are

1. Authentication Failure IDP Rule (Authentication failed) 

2. Authorization Failure IDP Rule (Unauthorized access) 

3. Invalid HTTP Message IDP Rule (Document does not match any HTTP filter) 

4. Invalid WSDL Message IDP Rule (Document does not match any WSDL message) 

5. Large Payload IDP Rule (Maximum payload size) 

6. Large XML IDP Rule (Maximum XML document size) 

7. No Matching XML IDP Rule (Document does not match any XML filter) 

8. Process Error IDP Rule (Document Processing Error) 

9. Virus Detected IDP Rule (Virus Found) 

The 5 custom IDP rules are

1. Maximum document count IDP Rule 

2. Maximum Element Children IDP Rule 

3. Maximum Element Count IDP Rule 

4. Maximum Element Depth IDP Rule 

5. Attempted XML external URI reference IDP Rule 

The error messages returned in the faultstring tag of the soap:Fault are presented below.
The nine default IDP rules

1. Authentication Failure IDP Rule (Authentication failed): 
IDP Rule 'Authentication Failure' aborted processing : nnn
2. Authorization Failure IDP Rule (Unauthorized access): 
IDP Rule 'Authorization Failure’ aborted processing: nnn
3. Invalid HTTP Message IDP Rule (Document does not match any HTTP filter): 
IDP Rule 'Invalid HTTP Message on request’ aborted processing: <field>
4. Invalid WSDL Message IDP Rule (Document does not match any WSDL message): 
IDP Rule 'Invalid WSDL Message’ aborted processing: <field>
5. Large Payload IDP Rule (Maximum payload size): 
IDP Rule 'Large Payload on request’ aborted processing : <size>
6. Large XML IDP Rule (Maximum XML document size): 
IDP Rule 'Max. document size on request’ aborted processing : <size>
7. No Matching XML IDP Rule (Document does not match any XML filter): 
IDP Rule ‘Request document does not match any XML Filter’ aborted processing : nnn
8. Process Error IDP Rule (Document Processing Error) : 
IDP Rule 'Process Error’ aborted processing : nnn
9. Virus Detected IDP Rule (Virus Found): 
IDP Rule 'Virus detected on request’ ' aborted processing : <virus>
The 5 custom IDP rules are

1. Maximum document count IDP Rule: 
IDP Rule 'Max doc count on request' aborted processing : <max>
2. Maximum Element Children IDP Rule: 
IDP Rule 'Max element children on request' aborted processing : <max>
3. Maximum Element Count IDP Rule: 
IDP Rule 'Max element count on request request' aborted processing : <max>
4. Maximum Element Depth IDP Rule: 
IDP Rule 'Max element depth on request' aborted processing : <max>
5. Attempted XML external URI reference IDP Rule: 
IDP Rule 'Attempted XML external URI reference on request’ aborted processing : <reference>
An example SOAP for a XML Gateway failure of custom rule #2 (Maximum Element Children IDP Rule) is shown below.

<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>


<soap:Fault>



<faultcode>soap:Client</faultcode>



<faultstring xml:lang="en-US">
IDP Rule 'Max element children on request' aborted processing : 6



</faultstring>



<detail>




<fs:Detail xmlns:fs="http://www.forumsystems.com/2004/04/soap-fault-detail">





<fs:User/>





<fs:Policy>Test4-Max_element_ch-Listener</fs:Policy>





<fs:WebServiceRule/>





<fs:Task/>




</fs:Detail>



</detail>


</soap:Fault>

</soap:Body>
</soap:Envelope>
An example of a SOAP fault generated by the XML Gateway default rule #2 (Authorization Failure IDP Rule [Unauthorized access]) for a Logout request when not logged in is shown below.

<?xml version="1.0" encoding="UTF-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">

<soap:Body>


<soap:Fault>



<faultcode>soap:Client</faultcode>



<faultstring xml:lang="en-US">
IDP Rule 'Authorization Failure’ aborted processing: 002



</faultstring>



<detail>




<fs:Detail xmlns:fs="http://www.forumsystems.com/2004/04/soap-fault-detail">





<fs:User/>





<fs:Policy>Test4-Authorization-Listener</fs:Policy>





<fs:WebServiceRule/>





<fs:Task/>




</fs:Detail>



</detail>


</soap:Fault>

</soap:Body>
</soap:Envelope>
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