If you are a .net user experiencing authentication problems using strong authentication and receiving an error that reads something like this:
 

Message : WSE567: The incoming Username token must contain both a nonce and a creation time for the replay detection feature.
 

Please review the following suggestions.  They will most likely correct the problem.
 

1. Your signing certificate may be loaded into either the running user's store or the local machine store.  We have had more reliable results using the running user's store.  This is typically accomplished by importing a Personal Information Exchange file (with the .pfx or .p12 extension) as a personal certificate.    Also, make sure you import both client-side and server-side CA certificate chain into user’s keystore.  The use of a machine store, which requires the signing certificate to be loaded into the machine store has not been well verified.  The two GetSigningToken method variants for user store and machine store are
 

a)    store = X509CertificateStore.CurrentUserStore(X509CertificateStore.MyStore)
b)    store = X509CertificateStore.LocalMachineStore(X509CertificateStore.MyStore)
 

2.  Disable replay detection (replayDetection) in your client by adding the following statement (or changing the value of replayDetection) to your configuration file (app.config for windows based client applications and web.config for a web application) 
 

 <securityTokenManager type="MeFMSIServicesClient.utmLogin, MeFMSIServicesClient" xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" qname="wsse:UsernameToken"> 
        <replayDetection enabled="false" />

      </securityTokenManager>

 

 

3.  The above configuration fragment refers to utmLogin SecurityTokenManager, which should be implemented as shown below.
 

Imports System

Imports System.Net

Imports System.Web.Services.Protocols

Imports System.Security.Principal

Imports System.Collections

Imports System.Web.Services

Imports Microsoft.Web.Services2.Dime

Imports Microsoft.Web.Services2.Security

Imports Microsoft.Web.Services2.Security.Tokens

Imports Microsoft.Web.Services2

Imports System.Configuration

Imports System.Xml

Public Class utmLogin

    Inherits UsernameTokenManager

    Public Sub New()

    End Sub

    Public Sub New(ByVal nodes As XmlNodeList)

        MyBase.New(nodes)

    End Sub

    Protected Overrides Function AuthenticateToken(ByVal tok As UsernameToken) As String

        Dim roles As New ArrayList

        Dim strUserId As String

        Dim strPassword As String

        strUserId = ConfigurationSettings.AppSettings("UserID")

        strPassword = ConfigurationSettings.AppSettings("Password")

        Select Case tok.Username

            Case strUserId

                Return "************"

            Case Else

                Return strPassword

        End Select

    End Function

End Class
 

 

Making these changes should eliminate your authentication problem.  
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